
CONFIGURE

Testers simply install the 
Cloudflare WARP client and 
login using their Bugcrowd 
credentials and an OTP

No need to whitelist IPs or 
manage tester credentials

CONTROL

Pause tester access to targets 

Add or remove specific  
targets entirely on demand

Cover external and internal 
targets

ANALYZE

Understand which targets are 
being tested, by whom, and 
for how long

See Uniform Resource 
Identifiers (URIs) that 
researchers are using to 
access targets

Some bug bounty engagement owners need granular 
control over hacker/security researcher access 
to targets. Others also need to understand which 
targets were tested, by whom, and for how long.  
In either case, the Bugcrowd Platform’s Cloudflare 
Zero Trust integration is the perfect solution.

Cloudflare Zero Trust adds an additional security layer between your 

curated testing team and your infrastructure, bringing additional 

control and safety to your engagement. With this easy-to-configure, 

easy-to-manage integration between the Bugcrowd Platform and 

Cloudflare, you can suspend/restore an individual’s access to targets, 
or remove that target from your scope entirely—without affecting the 

rest of the engagement.

By accessing and analyzing logs, you can also get a complete picture 

of security researcher access and activity on your targets, confirming 

testing coverage when it’s needed.

Cloudflare Zero  
Trust Integration
Enable safe, controllable access to targets  
and get insights into tester activity
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How it works



The Crowd
Reports from hackers,

pentesters, and red team 
operators (humans + AI)

Automated Tools
Asset, threat, and
vulnerability data

Data Sources

Your DevOps 
Lifecycle

Outcomes

Act on 
Intelligence

Defend

See the
full attack
surface

Manage

Find more risks
and vulnerabilities

Discover

Agility
Unlimited skills, 
capacity, and hacker 
ingenuity on demand

Awareness
Threat identification 
and early warning

Resilience
Continuously improving 
security posture

BUGCROWD PLATFORM

Crowd Activation  �  Triage �  AI & Analytics

Why Bugcrowd

The Bugcrowd Platform helps customers defend themselves against cybersecurity attacks  

by connecting with trusted, skilled hackers to take back control of the attack surface. Our  

AI-powered platform for crowdsourced security is built on the industry’s richest repository  
of data about vulnerabilities and hacker skill sets, activating the ideal hacker talent needed  

on demand, and bringing scalability and adaptability to address current and emerging threats.

Unleash Human Creativity for Proactive Security TRY BUGCROWD

DATA SHEETBUGCROWD

Best Security  
ROI from the Crowd
We match you with trusted 

security researchers who 

are perfect for your needs 

and environment across 

hundreds of dimensions 

using machine learning.

Instant Focus  
on Critical Issues
Working as an extension 

of the platform, our global 

security engineering team 

rapidly validates and triages 

submissions, with P1s often 

handled within hours.

Contextual Intelligence  
for Best Results

We apply over a decade  

of knowledge accumulated 

from experience devising 

thousands of customer 

solutions to achieve your 

goals for better outcomes.

Continuous, Resilient 
Security for DevOps 

The platform integrates 

workflows with your 

existing tools and processes 

to ensure that apps and 

APIs are continuously 

tested before they ship.

https://www.bugcrowd.com/try-bugcrowd/

