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Bugcrowd offers a catchier way to learn with Example Topics
engaging musical and spoken security awareness
training videos for your onboarding, monthly, or
quarterly education -- with new videos released all the + Phishing

time. . Password Safety

- Malware & Ransomware

- Social Media Safety
This training video library created by Rachel Tobac of SocialProof

Security covers all the topics your team needs to know to catch - Patching
and stop a cyber criminal in their tracks in quick and catchy 3-  Reporting
minute modules. Each song is a different genre, from alt rock to . Multi-factor Authentication

'80s bops, and every song has a companion spoken-word video

: ) : - Social Engineering
with hacking demonstrations.

« Up-to-date attack methods that cyber criminals

These SCORM-compatible videos fit into your LMS (or we can use to trick teams, and much more

host them on an LMS for you) with tailored logos, intros,

knowledge-check quizzes, and takeaways customized for your While viewing our training videos, your team will get
organization. answers to questions like:

« How do cyber criminals pick their targets, and how can |
reduce my risk?

« How can [ still use social media safely?

« Why does social engineering (human hacking) work on
people and how can | spot a social engineer in action?

« What steps should | take if someone is trying to trick me
over email, phone, text, social media, etc?

« How can | avoid password theft?

« What are common phishing lures I'm likely to encounter via
email, phone, and social media?

« How can ransomware affect me in my role at work, and
how can | avoid it?




BUGCROWD SOLUTIONS

Curriculum Details

Musical Videos:

Phishing Prevention Song: Phishing methods commonly used to hack organizations, malware delivery via phishing, social
engineering and human threats, impersonation commonly seen during phishing, reporting best practices

Intro Song: Covers how the song content will support the organization through phishing prevention, password safety,
ransomware avoidance, social media best practices, patching, MFA and more

Bonus Free Password and MFA Sea Shanty: Password management, social media safety, multi-factor authentication, and
social engineering prevention

Password Safety Song: Password best practices, social engineering used in password stealing, multi-factor authentication
and its importance in protecting passwords, importance of safe passwords in data protection, MFA for protecting
accounts in addition to passwords

Social Media Oversharing Song: How social media affects data protection and hacking risk, how to avoid becoming a
target, impersonation and phishing methods used from social media oversharing, social engineering and human related
threats brought on by social media and how to continue to use social media safely, best practices for social media safety
at your organization

Spoken-word Videos with Hacking Demos:

Phishing Prevention: Phishing methods commonly seen at organizations, data protection best practices via email, how
malware can infect systems, up-to-date social engineering tactics in use during phishing attacks, best practices for
reporting

Password Safety: Password best practices, methods of password stealing, common methods for phishing passwords from
organizations via email/phone/SMS, the importance of patching, best practices for reporting, social engineering used in
password stealing, multi-factor authentication and its importance in protecting passwords, importance of safe passwords
in data protection

Social Media Safety: Social media best practices to avoid getting hacked, how social media affects data protection, how
to avoid becoming a target, phishing methods used from social media oversharing, social engineering and human related
threats brought on by social media and how to continue to use social media safely, best practices for social media safety
at your organization

Malware & Ransomware: What is malware/ransomware, how to avoid getting malware and ransomware on your systems,
up-to-date phishing methods used to deliver malware/ransomware, patching importance, best practices in reporting,
multi-factor authentication and how it's essential in preventing malware/ransomware

Customization Options

Custom logos and video branding

Custom knowledge-check quizzes (templates make this easy)

Custom takeaways for your organization's policies and best practices (templates make this easy)

Custom tracking (track with complete/incomplete, via quiz score, and more)

Custom video or written intros/outros from team members, executives, etc

Dozens of language translation subtitles and accessibility options available

Custom SCORM content delivery for use within your organization's LMS, hosted for you on SocialProof Security's
TalentLMS, and/or the Video Library can be hosted on a private Vimeo for use in work chat (such as Slack) and email

Get started today:




